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OBbLLWME CBEOAEHUA

HnaviH-meTpol cepum C3PWR P - yCcTpomcTea MOHUTODWHI&
DNEKTPOMUTAHNS nls T-000pyA0BaHA iz 0a30BbIX OnokoB
pacrnpenesneHis  NuTaHnsa ¢ BO3MOXHOCTBIO MOHWMTORUHIa rnapamMeTpos
3NeKTRONUTaRMA 1 YAANEHHOr O YIpaBieHs 1o CeTu.

KOHCTDYKLNMG, radaputHsie ¥ NpucoeanHnTeIbHble (MOHTaXHble) pasMepsl
cooTreTCTBYIOT TpebosaHuam [ OCT P 51322.1-99 (MoK 60884-1-94) 1 EIA-
310-E.

NHnavH-metpel cepun C3PWR.PI npomseeeHsl B Poccun. Beinyckarotca B 2
MOAVNPUKALIVIAX:

o C3PWR.PIOCOOT ViHnanH-meTtp 5 gasel 32A 2xIEC 309
o C3PWRPIOCOOZ ViHnanH-metp 5 dasbl 10A 2xIEC 309

NanamH-meTpel cepun C3PWRPI mMeloT BXOHOM UM BbIXOAHOW pasbemMbl
craHaapTa [EC 60309 A4 NooxXoaHor o NoAKIIOYERVS HAT RY3KM.

LiBeTrom auvcnnen 2.8" nossosder YAOOHO KOHTROAVMPOBAThL  TEKYLIYIO
Harpy3Ky YCTDOMCTBA U OCYLLECTBUTE HACTDOWKY STOKas/IbHO.

K MOAy Mo MOHUTORKVHIA BO3MOXHO MOAKHYEHWE JaTHUMKOB:

o JlaTtyuk TeMnepaTypsl/BRakHOCT — 2 WT.
o JlaTumk yTeuxku Boasl - 1 wT.

o JlaTuuk apiMoobHapykeHvia - T wT.

e JlaTuuk KOHTpONA ABepPKM — 2 WIT.

o  (BETO3BYKOBOM ONoBeWAaTE 5 — | WT.
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PACIMAKOBKA

OcCMOTpeTb YNakoBKY W ee COAepXMMOEe Ha OTCYTCTBME MOBREXAEHMN,
BO3HUKLIMX BO BREMS TPRAHCMOPTUDROBKWU. [lO/mKHB ObiTh OCMOTDEHBI BCE
netanu. oy obHapyxXeHUr MNoBpexXAeHUM COODLLIMTE O HUX TRaHCIMOPTHOM
KoMraH1n. [1oy 0bHapyXeHMM HeOOCTaWVX AeTaney, NoBpexXaeHu M T. .
CoobUMTE 00 3TOM B kOMMaHmo C3 Solutions. Eciav tpaHcnoptrpoBka v
XpaHeHe Npon3BOAMINCE B YCIOBKVAX, OT/IMYHBIX OT YCAOBKWM 3KCMyaTalym,
HEOOXOAMMO  ODecCrnedYnTb HOPManM3auuvio KIMMaTU4eckux napamMerpoB
VI3OENNA, COXPAaHAA ero B yrnakoBKe B TedeHwe 24 4acoe B MoMelleHu.
Vzberamte obpaszoBaHUda KOHAEHCaTa Ha M34e1uy, OTKPbiBag ero  ao
VMCTeUeHVda CpoKka HOpMasM3allm.

YCTAHOBKA B MOHTAXHbIV LUKA®

Hna ycraHoBkM VHnavk-MeTpa WCnoNb3ynTe BepTuKallbHblE MOHTaXHbIe
naHe M B 3aHer 4acTv Wkada. BcTaBbTe JABa MOHTAaKHBIX WTHRTa Ha 3a4Hem
yactu ViHname-MeTp B OTBEPCTUVA B BERTVKA/IbHbBIX HAMNPAaBAFOLIMX M HAXKMUTE
BHW3, caBuras VHnavH-meTtp A0 ¢uKcauuy. 3akpernvte LWHYRbl NUuTaHms,
OpraHM30oBas xpaHeHWe U3/VILIKOB Kabend B KabeflbHbIX opraHar3epax v
NOTKax.

YCTAHOBKA HA KABEJIbHbIN NOTOK

Hna yctarnoBku VIHNamH-meTpa ncnonb3ymTe yrioBble KPOHLITEMHBl Ha TOPRLIax
ycTponcTea. B 3aBUCKMMOCTM OT YC/IOBUM MOHTaxXa KPOHLWTEMHbI MOXHO
Pa3BeEPRHYTH K NepeaHel M 3aHeN NnockocT. [ng kpenneHms ncnob3ymre
KOMMAeKT BUHT-ramka WMn CTSKKK. 3akpernuTe LWHYD MUTaHng, OpraHr30oBas
XpaHeHne N3NMLLIKOB Kabesd B KabelbHbIX OpraHamsepax Win 10TKax.

YCTAHOBKA HA LUKAD®HOW KPOHLUTEWH

YcTtaHoBuTE WKaPHOW KROKLLITENH Ha KPbILWY LIKAD®a, MCMOMb3ys OTBERCTUS /19
peM-00NTOB. g ycraroBkn VHnavk-merpa vcnonb3yhTe [ABa MOHTaKHbBIX
WTVMOTA Ha 3aaHeN YacTr. B 3aBUCUMOCTM OT YC/I0BUMM MOHTaXa KPOHLITEeNHbI
MOXHO YCTAHOBUTH Ha MNepeHIon MV 3aH0K YacTb KPbILLKN.

NOAKJTIIOYEHUE UHNANH-METP

[Npv  nogknodeHnr  VMiHnamH-meTtpa codnojante npaBuia TexHUKU
De30nacHOCTA.

[MOAKNIOUUTE BXOAHYO BUSIKY WHYPA NMUuTaHus ViHnaH-meTp kK cetu nuraHms
CEePBEPHOro NnoMeLleHns (Mall3ana) B COOTBETCTBMM C TRpeOOBaHUAMM CyKOb
3KCNyaTaumm.
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[MOAKAIOUUTE BRIXOAHYO BUIKY LIRYRA NMUTaHuAa VIHnanmH-MeTp K M3MepsaeMor
Harpy3ke.

[MoaknounTe ceTeroM kabesb B Ethernet-nopt 1 nporssennie HACTROMKY CeTU

[Py HEOOXOAVMOCTU MOAKIOUMTE  AATYUKKM  cpedsl K VHnavH-MeTtpy 1
PACMONIOXKNTE UX B MECTaX M3MEPeHNa. YNoxuTe kabenm JaTdmKkos, 4Tobbl He
MellaTs OTKDbITVIO ABepen wKkada 1 obcyxvBaHuio VI T-obopyaoBaHns.

CETEBBIE HACTPOWKM MO YMOJTYAHUIO:
IP-appec: aBTOMaTu4eckoe onpegeneHue no npotokony DHCP
User Name: admin
Password: admin

Ina HacTpovky Noporos cpabarbiBaHva W A0CTyna K UCTOPKWKM MNoKa3aHum
BOCNoOb3ymTecs WEB-0Opay3epom.
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OCHOBHbIE ®YHKUANN

OyHKUMA MOHUTOPWHIA: OTC/EXMBAHWME 3HAYEHVI TOKa, HalpsXeHuns,
noTpednaeMor MoOUHOCTK (KBT) 1 3nekTposHeprm (KBTY);, napamMeTpos,
XapPaKkTepU3YHIOLIMX COCTOAHME pabodveln Cpebl: TeMnepaTypa, BNaxKHOCTb.
MOHUTODKWHI  MOXET OCYLIECTBAATBCH Y/Aa/EHHO MNOCPENCTBOM Beb-
vHTepGerca, no npotokony SNMP, Modbus-RTU wnv nokanbHO ¢
noMoubio KK-aucnnea.

OnpeaensaemMsin NONb30BaTENEM YPOBEHD YCTaBKUM: MOMb30BaATE b MOXET
3a7aTh NOPOrOBOE 3HAHUCHME TOKA, TEMMEDATYDbI U BAGXHOCTU.

CUCTEMHBIV  CUrHaUsl  TPeBOIMW:  MocTynaer  npeayrpexageHve  rnpwu
NOEBbBILLEHNM MOKA3aHUM OT BCTPOEHHbBIX UM NOAKIOHaEMbBIX JATUNKOB.

Cnocobbl curHanmzauvm: Ha JKK-aucnnee oTobpaxalTca CBegeHUA O
noeBbIlLEHNM MNapamMeTpa, Npu 37oM VHnanH-mMeTp nogaer 3BYKOBOW
CUrHan, npobreMHoe 3Ha4deHre Muraet B Beb-vHTepderce ¢ nogaden
3BYKOBOIO CUIHala, aBToMaTtudecky OTnparfidercs e-mail, npoTokos
SNMP otnpaendeT onoselleHns Trap.

YnpaeneHme Mofb30oBaTENAMM:  HACTpOMKa  YAANeHHOro aoctyna K
HNnavH-MeTp ¢ pasfnndHsiMK NnpaBamMim 40CTyra.

Cnocob pgoctyna: Beb-umHTepdewrc nopgepx<on HITP wn HITTPS,
npotokonsl SNMP (v1/v2c/v3), Telnet, SSH, MQTT.

K MOAy Mo MOHUTORKVHIA BO3MOXHO MOAKHYEHWE JaTHUMKOB:

o Jlatduk temnepatypsl/BnakHoOCT — 4 WT.
e JlaTuvk yTeukn Boapl -1 WwT.

o JlaTtuvk abiMoobHapyxeHya -1 wT.

o JlaTuuk KOHTDONA NBepn - 2 Wit

e  (BeTo3BYKOBOM ONoBellaTens — 1T,

KoHTponupyembie napameTpbl:

o JIMCTaHUMOHHEBIM MOHUTORKWHI 06LLero pabodero HanpaxkKeHms;

o JIMCTaHUMOHHBIM MOHUTODKWHI CYMMapHOrO TOKa HArPRY 3KM;

o JIMCTAHLMOHHBIM MOHUTOPRPWHE TOKa B KaXkAoW dase,

o JIMCTaHUMOHHEBIM MOHUTODRWHE CYMMEDHOM MOLLHOCTM HArpy 3K M,

o JIMCTaHUMOHHBIM MOHUTORUHI NOTREENFIEMOMN MOLLHOCTU KaxX 10K Gazbl;
e JIMCTaHUMOHHBIM MOHUTORKWHE OBLLEro NoTpebNeHUA SNeKTRO3IHePr K,
o  JIMCTaHUMOHHEBIM MOHUTOPKWHI 3HEepronoTpebneHma Kakaom Gazssl;

o MOHUTORUHI NapaMeTpos CREp! C NOMOLLBIO NaTH/KOS;
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MOPAAOOK 3AIrPY3KM OAHHbIX W TNPOBEPKA
PABOTOCINOCOBHOCTHU

[Tocne BKIUEHWSA MUTAHWA MNMPOVCXOAMT aBToMaTmndeckas 3arpyska VinnamH-
MeTpa C MHVLMaM3alen napaMerpos rno yMondadumio. apaMmerpe ceteBblx
HaCTpOeK YCTaHarMMBAOTCH MO YMOAYaHUIO, A4 NEPBUYHON MNPOBEPKM
PabOTOCMNOCOOHOCTV U OnpejeneHns  Tekyllero Iip-aapeca ycTrponcisa
HaXXKMKTE KHOMKY Ha koprnyce VHnarnH-mMeTpa, 4Tobbl akTMBMDOBaTL ANCHIeN U
neperityv B r/1aBHOE MEeHID, a 3aTeM 3axMure KHOMKy «lloapobHee» Ha 2
CekyH/bl, 4TOObl nepentn 8 NyHKT MeHl «O cucteme». B BepxHen dacTu
BCTPOGHHOI O  Aucriaes  pacrojioxkeHa  UMHPOPpMAaLMOoHHas  raHeilb  C
HaMeHOBaKVeM 3KDaHa, TekyUlMMY AaToW ¥ BpeMeHeM WM TeKkyller
CTRAHULEN / OBLIM NX KOSTMHECTBOM.

HaBuraums 80 BHYTREHHEM UHTepdence CuUcTeMbl OCYLIECTBAAETCH C
NOMOLLBIO ABYX KHOMOK «Hazan» 1 «/Janee», pacnonoxXeHHbIx Ha Kopnyce
MHnamH-meTpa. VX Ha3zHadeHne M3MEeHAeTCa B 3aBUCUMMOCTM OT AOCTYIMHbIX
AencTeuMm B pasaene, otobpaxaemMom Ha aucrnee. Kpartkoe oanHO4YHOe
HakaTme UCMoOAb3YeTCa N9 HaBUrauMy MexXay pasgenamu, MnyHKTamm
PAa3/cN0B VI 9KPAHOB B KaXK/J0M U3 HUX.

HaBuraums mMex/iay 3KpaHaMu pasfena CkBO3Has, OCYUIeCTBAAeTCH MyTéM
NOCNENOBATENBHOI O NepeMelleHms Mo BCEM akTUBHBIM d/1eMEHTaM TekyLLero
3KpaHa C nepexo/oM [fasiee Ha CIelyWW 3kpaH. Ecnm nepemelleHre
MOOVCXOAMNT «HA3a/d» OT MepBOro deMeHTa Nepsoro 3KPaHa, CeyroLyM
OyAeT OTKRbIT NOCNeHVIA 2KPaH pasaena.

Honroe Haxatve (2 cexkyHbl) CONPOBOX/A3ETCA 3BYKOBbIM CUMHANIOM U
BBINO/IHACT AeKCTBMEe, 0O03HAYAeMOe MNOACKA3KOM B B/10Ke OYHKLVOHABHOI O
Ha3HaYeHWsa KHOMOK YNpaBeHns, DacrnONOXKEHHOM B HUXHEN YaCTy AMCrnes.
Hanpumep, 40/ 0e HaxXaTre NEBOV KHOMKK B pas/aene «O cucremMe» BeIrnofHAeT
nencreme «Hazany. BHelWwHMM BUa 3N1EeMEHTOB HABUIalWM Ha NprMepe pasgena
«O cucteme» npeacTaB/ieH Ha pucyHxe 1.

0 cucreme 1/2

Pdu

Amaparias seposn 1
Tun oSopyaosanna 3
Bepows N0 1
Pexum pasioru Master
1P-aapec 192.168.1.1

Pucyrok 1 BHewrnu Bra pazaena «O cncremes
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3HAKOMCTBO C UHTEP®ENCOM

Ina Toro, 4tobsl NoNyYnTh AOCTYIN K BED-1HTepdency VHnark-meTpa, cnenyert
OTKPbITE BED- Opay3ep Ha YCTROWCTBE, MNOAKIIOYEeHHOMY K SIOKa/IbHOW CeTu, U
BBECTW B @[pecHOV CTpoKe bpaysepa ip-agpec ycrponcrea. Bupo akpaHa
Bxona B8 B8eb-vHTepdenc un3obpaxeH Ha puvcyHke 2. Jlorve 1 napofb
aAMUHMCTPAaTOPAa No yMondarmio: admin/admin.

FFECTIVE SOLUTIONS

TO GLOBAL

Bo#tn

CHEAEEENGIES

Paspabortka C3Solutions RuEn

PrcyHok 2 2KkpaH aBTopusalnm Bed-mHTepdenca

ABTOopusauunsa B Be6-uHTtepdemnce

Ha cTpaHuLe aBTopv3alivii, OTKDbIBAKOLWLENCSH MNOC/1e Oobpallerns K ip-aapecy
yCTpovcTBa C  TMOMOUIB  Beb-Opaysepa, MNpeaycMoTpeHa BO3MOXHOCTh
BoIOODa A3blka MHTEpdenca M3 [ABYX AOCTYIMHbIX C NOMOLLBIO Nepek/irodaTesd
Ru/ En.

[Tocne ycrnewHow aBTopm3aLtiim NnporcxoamnT rnepeHanpasieHme K OCHOBHOMY
pazneny crctemMbl — «MOHUTOPUH .

OcHoBHble an1eMeHTbl HaBMrauuu Be6-nHtepdemnca

Mna Haevralyi AOCTYNHbBl ABa OTAENBHbBIX MEHIO! OCHOBHOE, PACMONIOKEHHOE
BBEDXY CTparuLbl — A4 BIOOpa pa3aena ynpaBneHvd, U AONONHUTEeNbHOE,
cliera oT paboden obactu — A5d BbIOOpa yCTpOMCTBa MW Noapasnena, eciv
BoIOOD YCTRONCTBA B PA3Aene He NpeayCcMOTREH.

Takke B 00NaCTV BEPRXHErO MEeHI0 DAacCONOXeHbl MHAMKATOPR YBeAOMIeHM,
ONUMK MOJB30BaTE/IbCKOI O akkayHTa v neper/iodaresb 93sika ndrepdenca.
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HnayeenmdyeHna paboder 0baacT MeHIO BIOODa YyCTROMCTRA CBODAYMBACTCA.
OCHOBHbIE 3/1€MEHTBI HaBUralny Beb-mnHTepdenca odbo3HaqeHbl LdpamMy Ha

pPUCYHKe 3.

C3Solutions MoHHTaRHHT

HacTpofird yCTpoACTEA.  CETEBLE HATTPORRY

R TR ¥ 16.01.2023 16:19:10

Cwna Toka, A ]

16.01.2023 16:43:58

MOMEHTAALHAA PEIKTHBHIA MOWNOCTE, KBAD

Kamfpuunent Mowmocti

NoAe3geare/nn

HypHan yCTpoACTE

«©>

NONHAA MOLBOCTh, KBA

Tasal

Daza B

Dasa A

MOMEHTANEHAA AKTHEHAN MOLHOCTE, KB

o T root - AU | EN

CBEPHYTE A —

1 — OCHOBHOE MeHI, 2 — NaHenb YBeAOMAEHWI, 5 — OMUMKM NONB30BATENBCKOrO akkayHTa,
4 — nepeknioyaTens A3blka MHTEPENca, 5 — KHOMKa CBOPaYMBaHUa AOMNONHUTENBHOMO MEHHO

PrcyHOK 3 2neMeHTbl HaBuraLmm

[Npy Cnonb3oBakuK Beb-vHTEepdelca CcrucTeMel Ha YCTPOWCTBE C LUMPUHOM
MEHIO DEeOopraHv3yeTcsa B
BbINaAat0LINM CIMCOK C MKOHUHYECKMM OTODPakeHeM TekyLLero M A0CTYMNHBbIX
pasfnesnioB  cucremsl.  ononHurtensHoe MeHto C1esa  Takxke  MNoJIHOCThIO
CKpbIBaETCH, A1 erO Bbi30Ba HEeOOXOAMMO HaXaTbh KHOMKY PasBopadmBaHig
3KpaHa, 41O

skpaHe wmedHee 1200

AONONHNTC TBHOM O MCHIO B BepPXHEM

NROVITICTRMDOBAHO Ha

= A 18 1601.202316:19.10

Crnatoka, A Hanprmewwe, B Momel

MOMEHTANBHAR PEIKTHBHAR HOLHOS T, KBAD

nuKcener, OCHOBHOEe

DUCYHKE 4.

HACTpORKN  Tlonk3oearenn  Kyphan yerpodcrn

woaseass < (@

HTGNLKAR NONHAR MOLMOCT, KBA  MOMEHTANLHER STHEKA MOWNOCTY, KB

KOMbHULMEAT MOUIHOCTH

J1eBOM
a-
8 — omsc
8 — o
—  owman 1A

yriay

root = RU|EN

caepHyTh A —

MOMEHTaNbHAR NONHARA MOWHOCTY, KBA

MoMeNTaNHaR BKTHEHAA MOWHOCTS, KB

MoMeNTa/IbHAR PRAKTHBHAR MOWINOCTD, KBAD

KosboUMEHT MOWHOETH

Pricyrok 4 TpuMep n3MeHeHns BHelIHer O BUAa MHTepdemca rnowv

YMeHbLeHNW Da3pelleHNA KpaHa
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OMUCAHWME BO3MOXHOCTEN BCTPOEHHOIO UHTEP®ENCA
O cucreme
[Nepebl akpak pasgena «O cnucteMe» COAeRXUT CNeay oLy MHPOPMAaLIVIKD:

® HaMMEeHOBaHMe YCTPOMCTRE;

e annapaTHas Bepcus;

o UM OOOPYLOBAHNS;

o Bepcva [10;

o pexuM paboThl («Beaylwmins, «BegomMein»);
e |Pappec ycrpovcraa.

Ha BTOpOM 2KpaHe AOCTYMHbl cheayiolme  AeWcTBUA:  nepesarpyska
YCTPOWCTBa, COPOC MNapona Ana  agMUHucTparTopa  no  yMoadaHuio 10
3aBOACKONO U COPOC BCEX HACTROEK YCTROUCTBA [0 3aBOACKMX.

Ina Beibopa AercTBUA NneperanTe K HemMy KOPOTKUMKM HaXaTuaMM KHOMKM
«anee» 1 nocne mMaMeHeHMs LBeTa MNoOACBETKM MyHKTa 3aXMUTE KHOMKY C
COOTBETCTBYIOUWIMM AeNCTBMEM A0 NDUMEHEHS 101 OF O HaXaTns.

Copepxarune pazgena «O cucTeMe» NpeacTaBieHo Ha PUCYHKE D,

0 cucteme 1/2 | O cucreme 272

Haumenosanwe ycrpoiicrea

Pdu

AnnaparHas sepcus 1 Mepezarpysxa £
Tn oBopyRoBaHHA 3 wﬂﬁ%‘mm W
Bepcusn N0 1 _Chpoc T""“ n{’.""-"'P"“
Pex patorss Master

IP-anpec 192.168.1.1

PricyrHok 5 MHpopMauva v dyHkLMK pasaena «O cucremMes

Mokazarenu no pasam

B paznene «lokazartenr no ¢asam» otodbpakaeTcq MHPOPMaLMg /15 Kaxk10M
V3 TREX (a3 Mo CAeAYHIOLVIM MNOKA3ATeIAM:

e Cuna ToKa ¥ Hanpsxkewve no TpémM dazaM B CRaBHUTEIbHOM
npeacTaseHm,

e CuIAa TOK3,

o HanpskeHve,

e 0OOLAA AKTUBHAA MOLLHOCTH,

o  KOIDPPULIMEHT MOLLHOCTY,

10
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e A Takxe aHepronoTpedbrieHme Kax/aom 13 gas.

Ha nepsom akpare paszaena npeacraBneHa radbnmua ¢ obuler HpopMaLven
No cuie ToKa KM HanpsakeHuo ¢as, KOPOTKMM HakaTmMeM KHOMKYW «daneex»
BO3MOXHO Mepek/iodeHme Ha c1eaylolve KpaHbl pasgena, cogepskalime
bonee NoaPOOHLIE 3HAYEHMA NOKa3aTenen Kaxkaom 13 Gas no oTAesHOCTH.

[MovMepbl akpaHoB C obulen nHpopMalmer no Gasam 1 nokasaresaMu no
OTAebHOW das3e NpeAcTaB/eHbl Ha PUCYHOK ©.

MNokasarenu no ¢asam 1/4 J| Nokasarenu no dpasam 2/4

Obwmue nokasarenu Pasza L1
Cuna Toka Hanprxenue Cuna Toka 2.57 A
HanpsxeHnue 208.3 B
L1 1.62 A 210.0 B | Total power 0.53 kBA
Lz 6.24 A 239.4 B Koagd. MmowHocTH 0.87
s 12.25 A 380.0 B A | nompesnenne  0.19 kBA/u

Prcyrok © [Nprmepsl akpaHoB pasaena «llokazartenm no gpasam»
MNokasaTenu gaTynkos

OkpaH  «[lokazateny TeMnepaTtypbl/BAakKHOCTY  OTODPAEXAET  TEKYLLYIO
VHOOPMaLWMIKD  MOHUTOPWHIA MO Kax/AoMy  [Aatduky  TeMrepartypsl U
BAAXHOCTM, MNPUMEP MoKazaHuy npeacrasrieH Ha pucyHke 8. Konmuecrso
NaTUMKOB 3aBUCUT OT MOANDUKALIMM LLeHTRaIbHOrO MOAYA MOHUTORUMHIA
(AOCTYNHO NOAKNOHEHNE 4-X WAV 2-X JATYMKOB TeMMNEePaTypbl/BNakHOCTA)

B cnydae, ecsiv nokasaHvsa VM3MepeHri BeIXOAAT 3a Nnpeaesibl YCTaHOBASHHbIX
MAKCUMAESBHBIX/MUHUMATbHBIX  3HAYCHUY AaHHBIX [MOKA3ATE/ICA  3HAYCHMH,
PAJOM C COOTBETCTBYIOLIVM AAaTYMKOM OTOOPRaKaeTCH MKOHKA — VHAUKATOP
aBapu.

MNokazarenu paTyMkoe 172
Snepmryinl 249 *CA
Temnepaypa2 24 4 °C A
fnwpeyee3 26,1 °CA
Tewnepaypad 258 °C A
Braxvoce 1 48.6 % A
Braxwoce2 422 % A
Bnaxwocrs 3 40.7 %
Brawwocrs 4 49.5 % A

[
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PrcyHOK / JKkpaH nokasartesien 1aTumMKoB C yBeAOMIeHEM O NPEBbBILLIEHN
rnopora

OkpaH  «llokazatenv AaTtumkoB»  OTObpakaeT  Tekyllyo  MHPOoDMAaLMIo
MOHNTORVIHI & AUCKPETHLIX AAaTYMKOB (ABepel, Bo/bl, AbiMa) — Aa/HeT, npumep
NoKasaHWy AaTYMKOB npeacrasier Ha pucyrke 9. Konmuecrso [aTurKoB
38BUCUT MOAVMPUVIKALIMY  LEHTRAIBHOrO MOV MOHUTOPpUHIa (O0CTYIHO
NOAK/OHEHVE 2-X AaTUMKOB)

MNoxazarenu gaTyvKos 2/2

Discret: .

il Het $5
Discret: 2 ;
g T Her $5
Discret 3
kil Na%
Discrete sensor 4 i
S ST Het$s

PrcyHok 8 ZkpaH nokasaresner AUCKPETHbBIX AaTHMKOB
Hactpoiku

JkpaH  «Hactponkuy  mMeeT  CODCTBeHHOEe  MeHl U Cieayrouime
AOMNONHNTENBHBIC pa3/aeel, NpeacTasneHHble Ha pucyHke 10:

o OKpaH;

o C(CeTh,

o Jlatau Bpems;

e HacTpowku yBeaOMASHWM;
o /3bIK.

Hacrpoiiku 19:18

Jkpan

!l

Cers
[lata u epems
Hacrpoiiku ysegomneHuin

fzbik
Language

© Hazan Ikpan &

PricyHok 9 Merto pasnena «Hactpomkiny

g O B ©
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C3Solutions

B paznene «2kpar» (pucyHok 10) npeactaBierbl Cnefyrolve HacTROVKN:

e LBET TeMbl 0popMIIeHVd nHTepdenca ViHnarH-meTp;

e [10BOPOT 2KkpaHa (rakke npeycMorpeHa BO3MOXHOCTbL ObICTROr O
MoOBOPOTa 3KPaHa A0AMMM HaxXaTreM obenx KHOMOK HaBuUIraLum);

o  CNALLMIM PEXMM (MO YMONYaHMIo Hikora).

IkpaH 2/3
Cunui ®
PHONRTOBLIA O
YepHuii O
Cepuiii O

MNoeephyTs 3xkpan

AONTOE HAmaTHE 2-X KHOMoK

© Hazan NosepnyTe axpan &

Prcyrok 10 HacTporki LIBETOBOWM TeMbI 1 NMOBOPOT 3KDaHa

Paznen «CeTb» COACRXUT CNedyouime HaCTPOMKA:

KOHOUIYpaLMA NonyYerHra ip-agpeca (ctatudeckas,/DHCP);
e [P anpecycrponcieg;

e Macka noaceTtu,

e pDy4Has HaCcTpOMKa CeTEBOIO L33,

e DNScepsepl,

e DNScepsep 2.

Ina aproMartMyeckoro noflydeHns ip-aapeca yCTpomcTBa Hy>XKHO BblOpaTh
MYHKT HACTROWK M

o «DHCP» 1 HaxaTh KHOMKY AN4 BhINO/JHEHUS ASVCTBUA «BRI0UMTE.

Ina pydHOW yCTaHOBKKM Ip-aapeca Hy>XHO BbIkKoWUTs DHCP 1 v3MeHnTb
3HaYeHre aapeca, A1 3TOr0 B KaX/A0W aduelnke afipeca HYy>KHO HaXxaTb KHOMKY
nencremng «PepaktmposaToy, a 3aTeM BblbpaTh Uncio oT 1 A0 255 ¢ NoMOLLbO
KHOMOK Hasuraumm (pucyrok 12). Knonka «Mendblie/Hazan» kpatkoe HaxaTne
- YMeHbLIeHWE TEKYLLIEr O 3HAYeHVA Ha eAVHNLLY, ATMTeNbHOEe HaxXaTre - BbIXO/]
B peX/M BbIOOpA MOKA3AaTeNA PeaakTupoBaHms; kHonka «bonbwe/danee» -
KpaTKOe HaxaTtre - yBefnmdeHne TekyLLero 3Ha4eHna Ha eAHNLLY, 1/IUTENIbHOe
HaxkaTre - BbIXOL, B DEXMM BoIOODa NnokasaTtess PeaakTMpoBaHms.

3HaveHne napamMeTpoB Macky MNnoaceTu v ajpeca CeTeBoro Wn3a 3a/1aeTcs
aHaNOrMYHO 3HAYEHUIO Ip-aapeca.
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C3Solutions

Cers 1/5 ] Cems 14:41

DHCP o

Monyvenue IP-agpeca asToMaTH4eCKkH

IP-appec Q

gooo V)

€ Hazan Penaktupoears & [l © Hasan Npumenuts &

Pucyrok 11 Hactpouka ip-aapeca

[0 yMOonuaHuio pyyHas HacTponka DNS Belk/oueHa, 119 €€ BKITHOUEeHWSA HY KHO
nepentn Ha akpaH 4 paznena «CeTby, BKAUYMTL pyuHyro HacTpouky DNS, a
3aTeM BBEeCTW 3HaYeHMe B COOTBETCTBYIOUIME YMCIIOBbIE Auelky. BToprYHbIN
DNS HacTpamsaeTca aHanorM4Ho Ha akpaHe 5.

B paznene «lata wn Bpemsa» (pucyHok 12) npencraBfieHsl creaytouime
HACTPROWVIKA:

e  UACOBOW MNOAC CUCTEMBI C YHETOM 0OKaIM3aL M,
o TeKkyllMe aaTa v Bpems;
e ucnonssoparme NTP-cepeepa.

Ina CUHXPOHM3aLMKM  BpeMeru  C  ucnofiszoBaHvem  NTP-cepeepa
HEOOXOAMMO NPEABAPUTEIBHO HACTROUTH COSAMHEHME C CEPBEDOM.

Yacoeoit nosc uUTc+01 = uTC+01
UgnTpansHorsponedckoe epema, UTC+] @

uTC+02 ®)

Kanununrpagowoe spesa, MCK-1

19 01 2023
neH MecAy roa UTC+03

Mockoeckoe epema, MCK

uTC+04
1 9 42 Camapoxoe spera, MCK+1

yac MMHYTA UTC+05

ExaTepunByprooe spema

UTC+06

WUcnonbzoeare NTP-cepeep n Owmckoe spems, MCK+3

Ot Fenampmer ©

PucyHok 12 HacTporkm Aathl 1 BpeMekrn

O
O
O
O
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C3Solutions

B  paspene «Hactponka yeegomieHu»  (pucyrok  13)  npepcrasieHb
HaCTPOWKU OMOBELLEHMI 06 YBeAOMNEHMAX: NepekaodaTen «Bkn./Beikn.» Ana
BbIBOAE YBEAOMIEHM Ha Ancriier VIHnanH-MeTp rnoBepx Apyrux 2KDaHoOB 1
3BYKOBOIO CUIrHana yBeaoMieHnim.

Hacrpoiixa yeenomneHni 19: 46

Ixpan Bkn. ©

3moHoK Bn.©

© Hazap Beikmounte &

PricyHok 13 HacTtponky yBeaoMeH

B paznene «A3blk» (pycyHoOk 14) npencrasieHa BO3MOXHOCTL BbIOODA A3blka
VHTEep®enca n3 AByxX AOCTYMHbIX B CUCTEME: PYCCKOIrO M aH JIMMACKON 0.

Ina nepexnodeHrs A3bika BolOepuTe OAMH M3 CrMcKa W HaXMUTE KHOMKY
«BblopaTh», HOBBIV A3blk MHTEpderca OYAET NpUMeHeH Cpasy.

Azbik 20:00

Pycckui [0)

Russian

English (@)

PricyrHok 14 HacTponki a3bika
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XypHan co6bitnmn

JKkpaH «KypHan cobbiTuhi»  codepxumt nocnegdmne 40 yBeaoMIeHUM o
CUCTEMHBIX CODBITUAX, MO 4 yBeAOMIeHWsa Ha 3kpad. [na yBenomieHus
OTODPaXaeTCH Crenyollas MHPOPMaLIS:

® HaVMEHOBAaHVE Y3713,

e /aTa u BREMSA COObITNG;

* HauVMeHOBaHVe COObITUS;

e [I0OKA3AHVE M3MEREeHVA M 3HAa4YeHMe YCTaBKy, eC/inM MpeayCcMOoTReHo
CODbITMEM.

[Mocne mepenonHeHua xypHana MNPOUCXOAMT aBToOMAaTUYeckoe YyaaneHme
Hanbonee CTapblxX 3anmcenr C BHeCeHVeM HOBbIX.
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OMUNCAHWE BEB-NHTEP®EVCA

MOHUTOPUHI

B paznene «MOHWUTOPWHM» OTODPaXAaTCA OCHOBHbIE AaHHbIE O COCTOAHMM
das B rpaduueckoM 1 TabiiMuHOM NpecTaBieHnm.

[NpviMep rpadrika cuiibl TOKa No Gasam nopeacrasieH Ha pucyHxe 15.

— C3Solutions MoHMTOPMHr  HacTpOWKM yCTPOCTBa CeTeBble HACTPONKKN Monb3osatenn KypHan ycTponcTe D - root ~ rulen

— P14 a4 g 25.06.2023 13:42:06 —  25.06.2023 14:11:54 < o " cBepHyTb A —

Cnna Toka, A Hanpaxehue, B MOMEHTaNLHAA NONHARA MOWIHOCTS, KBA MOMEHTaNLHAA AKTUBHAA MOLWHOCTL, KB

MOMEHTa/IbHAA PEAKTUBHAA MOWHOCTY, KBAD KosddnumeHT MowHocTn

—_— ®azaA
—  ®azaB

——  ®a3acC

PricyrHok 15 T'paduk oTobpaxkeHns Cliisl ToKa Mo dpasam

Mepeuers oToOpaxXaeMbIX MNOKA3ATENEN Kax oM Gassl/po3eTky NprBeaeH B
Tabnmue 1.

Tabmmua 1. HopMbl MOrpeliHocT M3MepeHMa Ha BXOAax M348 114

MNMokasartensb To4HoCTb
HanpsaxeHne Ha Bxoge, B 1/100
Cuna tToka Ha Bxoae, A 1/100
KosdbdriupeHT MoLHOCTH 1/100
MonHas MOLLHOC T, KBA 1/1000
AKTMBHAA MOLLHOCTE, KB 1/1000
PeakTmsHas MOUHOCTL, KBAP 1/1000

17
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[Mocne Bblbopa yCTRONCTBA A8 MOHUTOPUHIA CneayeT BblOpaTs nepuod, 3a
KOTOPbBIVM OyayT OTobpaxerbl fAaHHble. [10 yMOonUaHuio AOCTYNHbl CheytoLllve
nepuoabl: 30 MuHyT, T uac, 4 yaca v 1 AeHb. 346Ch Ke DACMONOXEHO MNoAe 414
BBO/JA MO/Ib30BaATE/bCKUX AaT M BpeMeHW. [1puv MmoMouln CTRpEenok «Brepéi-
Ha3a/» BO3MOXHO MNocie/10BaTes/bHO MNpOCMaTpBaTh HECKO/IBKO BREMEHHbBIX
OTPe3KOB, C/efytolInX APYr 3a& APYroM, C 38/aHHbIM MNepuooM. YKasaHHbe
31eMeHTol yrpassiers 0bo3HadeHbl Ha pucyrke 16.

. " o
= C3Solutions MOHUTOPMHr  HacTpoiKu ycTpoicTBa  CeTeBble HACTpoiku  Monb3oBatenu  XKypHan ycTponcTs ﬁ' root ~ ru|en

( 30m W 44 1 25.06.2023 13:42:06 —  25.06.2023 14:11:54 < o ; s L CEC DY ThaS =y

CunaToka, A HanpaxeHwe, B MomMeHTanbHasA NoNHaA MOWHOCTb, KBA MoMeHTanbHas aKTMBHAA MOWHOCTb, KB
MoMeHTa/IbHanA PeaKTMBHAA MOWHOCTb, KBAP Ko3pduumeHT mowHocTH
- ®aznaA

=  ®asaB

- ®azaC

1 - eoiboOp Neprona, 2 — None BBOOa AaThl-BREMEHM, 5 — CTRENKW «BMNepEa-Ha3an» U KHOMKa «MyCK-CTOM»
008 NocnefoBaTeNnbHOro NPOCMOTRa CTaTUCTUMKKM MO nepronaM, 4 — AMHUA MOPOrOBOro 3HadYeHWs,
5 — nereHna C ykasaHueM TekyLMX 3HaYeHMI NoKa3aTens

PricyHok 16 2nemMeHTbl yrpas/ienys rnaHes st NocTpoeHa rpadrka

3a/iaHHble B yCTaBkax napamMerpbl MUHVMMYMa ¥ MakCuMMyMa A5 3HaYeHUs
OTOOPaXATCA Ha rpaduke NyHKTURHBIMU JIMHUAMY — ORaHXEBOIr O LiIBeTa /14
MakCUMyMa 1 CEPOro — ANS MUHKMMYMAa C YNCeHHbBIM YKa3aHmeM rnoporoBoro
3HaveHrsa 1 oTMeTKoM (max) umiam (min) cooTseTcTBeHHO. Ha pucyHke 19
VM300pakeH NpPYMeR NopoOroBOro 3HaYeHns A4 Gasbl.

B tabnvdHoM npeacTaBIeHu M OTRaNKaTCA 3HAYEHVSA NapaMeTpoB, YKalaHHbIX
B Tabnmue 1, a Takke coctoaHme dassl.
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.
C3Solutions MOHMTOPHHF  HacTpoRKu YCTpocTBa  CeTeable HACTpoikK  Monv3oBatenn  XKypHan ycTpoRcTe 0 - root ~ rulen

MokasaTtenu Ha paTty: 25.06.2023 14:07:45

2 Cuna HanpaxeHue MoMEeNTaNnbHaA MOLHOCTL Kosdpduuuenr CocTosHue Codr asToMaT
ToKa MOLWHOCTH
NonHan AKTUBHAR PeakTusHan

MpesbiweHo
3HAUEHME MaKC. Hopma
HanpaxeHwa

lMpesbilieHo
3JHa4YeHne MaKc. Hopma
HanpaxeHua

4.04 380 1.53 1.34 0.75 0.82

5.39 380 2.05 1.68 1.18 0.94

Hopma

.13 218.19 1.56 1.38 0.72 0.83 Hopma

Prcyrok 1/ Tabnuua nokasaresnen no pasam

HACTPOUKU YCTPOUCTBA

OCHOBHbIe HACTPONKMU

B pasaene  «OCHOBHblE  HACTPOWKM»  PACMONOXEHbl  TEXHUYeCKMe
XaPaKkTepPUCTVKA YCTRPOWCTBA U 2/1eMEHTEI YINpaB/erre TakMMmM HacTporkamm
YCTPOWCTE  Kak: oTobpaxaeMoe HasBaHume YCTROUCTBA, DEXWM  paboThl
(«Benyiminy/«BegomMbii»), 436IKOBaA BEpCUa MHTepdenca.

Pexum padotsl («Benywmii»/«Benombii») NpeHasHaqeH A4 OpraHu3anm
Tononorun «Daisy-chain» 1 HaszHa4YeHWA MIaBHOM0/3aBUCKUMbIX YCTPOWCTE B
cucteme. 1o yMonuaHuio BCe YCTPOWCTRE HAaxXOOAATCHA B PEXMME BEAYLLEN O U
PaBHO3HAYHbBI NPV OOBbEIMHEHV B CETb.

CoxpaHeHune unsMeHeHun B Onoke «ObliMe HaCTROWKMY»  MNPROUCXOAMT
aBTOMaTUYeCKM, Noche nepexksdeHs Gokyca BBOAA C DeAaKTMRYeMOro Noss.

BaxHO OTMeTUTb, 4TO A4 paboTol 3KDaHHBIX W 3BYKOBBIX YBEA0OM/ISeHMN
MHnamH-meTpa  TpebyeTtca  BK/OYeHMe COOTBETCTBYIOLLMX NapamMeTpoB B
pazaene «OCHOBHBIC HACTROWMKKY . B MPOTUBHOM Cydae Mnobdsle 3B8YKOBbIC WK
3KpaHHbIe  yBeAOMIEHUHA OYAYyT BbIK/IIOYEHDB, HE3aBMCKMMO OT HaCTpPOeK
YBEAOMISHW 1 CLIEHaPKMER B COOTBETCTBYOLIMX pa3ienax

Takke Ha Braake «OdUIME HACTPOMKUY AOCTYMNHBl OYHKLUVM OOHOBIIEHWS
BHyTpeHHero IO oTaenbHoro 6noKka nmtaHus, ero nepesarpysky 1M copoca
HacTpoek BCTpoeHHOro [0 6noka nutaHdma 1,0 3aBOACKMNX.
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Hna obHosneHna BcTpoeHHoro [0 ycTtponcTBa HEeOoOXOAMMO 3arpy3nTs
KOHOWIYPaLMOHHbBIM Gai, nepetaliyve ero B 0b1acTs 3arpysky Wiv Belopas
ero 8 GayioBoOM CMCTEME YCTROMCTRA MOC/Ie HaxXaTnsa Ha 0b1acTh 3arpysky,
a nocsie 3arpyskn KOHOUINYpPaLUMoHHCT O Gania HaxaTbe KHOMKY « OOHOBUTEY.

[MpUMEepHBIV BHELLIHMM By pasaena « OCHOBHbBIC HACTPOVKM» NMpeacTaBieH Ha
prcyHke 18.

" C3Solutions MOMWNTOPKHr  HACTPORKH YCTPORCTBS  CoTeBbIE HACTDOAXW  TIOABICEATENN  KyPHAN YCTRORCTS n*- oot =

Ocxosnuie HaETDORKN veTankm Yaenomnesn ueHaPHM

— OBuwne HacTPoORKM ~ TeXHNYECKHE X3PAKTEPUCTUKH ————————————————

Hassanme BAOK DICIDEEIEHIUA TINTINIR Annapamian

- Hacrpoiku ysengomnennin 6PN

— CHCTEMHBIE KOMaHAL!

O6woanenne NO

MepesarpyanTts 6PN

C6POC X 3ABOACKHM YCTANOBKEM
BCNO 5PN

Pucyrok 18 OCcHOBHBIC HACTPOWKU YCTROMCTBA
YctaBku

Paznen «Ycrakuy obecrnedrBaeT BO3MOXHOCTb YCTaHOBKM MNOPOr O8bIX
3HAYEHUI MPOU3BOAMMBIX M3MEPREHUM U HACTPOMKU MNapaMeTpoB KOHTROSA
MOPOrOBbIX 3HAYEHWIN.

[MepedeHb NapaMeTPOoB MNOPOrOBbIX 3HAYUEHMY, AOCTYMNHLIX A4 YCTAHOBKIL

e [loporoBoe 3HavYeHVe MakCKMMalbHOro TokKa A9 Kax/aow (asbl
(TounocTts 1/100);

e [loporosoe 3HaYeHMe MUHKMANBHOrO TOoKa A19 Kaxaow Gass
(TounocTts 1/100);

e [loporosoe 3HadeHne MakCUMaNnsHOrO HAMPAXKEeHUA N9 Kaxx oM Gasbl
(TourocTb 1/100);

o [loporosoe 3HaveHre MUHUMATbHOMO HANPAXEeHNA ANA Kax0M Ga3sl
(TounocTts 1/100);
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o [lOpPOroBOE 3HAYEHNEMAKCMMABHON  TeMIepaTypbl A9 Kax4oro
AATU/KA TEMMNEPATYRbI/BNaxHOCT (TouHocTs 1/100);

e [loporoBoe 3HAYEeHME MUHMMANBHOW TeMnepaTypbl ANa  Kaxgoro
AATU/KA TEMMNEPATYRbI/BNaxHOCT (TouHocTs 1/100);

e [lopOroBoe 3HAYCHME MAKCKMANIBHON BNAXHOCTY A1 KEXKAOrO AATHMKA
TEMNepPaTypbl/BNaxHOCTU (TourocTs 1/100);

e [lOpPOroBOE 3HAYEHNE MUHVIMATBHOM BAAXKHOCTI AR KEXK 0O AATHMKA
TEMNEepPaTypbl/BNaxHOCTU (TourocTs 1/100).

[lepedeHb NnapamMeTpoB HACTROMKM PEXMMOB paboThl KOHTROIA MNOPOrOBbIX
3HAYEHUI:

o 33[epPXKKA aBapUKM «TOK > MAKCUManbHOIO» (B MC);

o  330epXKKAa aBapun «TOK < MUHUMATbHOIO» (B MC);

o 33/1EPXKKa aBapuu «HarnpsxkeHme > MakCMasibHOr o» (B MC);

o  3aNepPXKKa aBRapuu «HAMDIKEHME < MUHUMATBHOrO» (B MC);

o 33/iepXKa aBapuu «TeMrneparypa > MakCuMasibHOW» (B MC);

o  33/iepXKKa aBapuu «teMrepatypa < MUHUMansHOW» (B MC);

o  33epXKKAa aBapuKM «BNAKHOCTb > MAKCUMaIbHOM» (B MC);

o  33epPXKKA aBaAPUKM «BNAXKHOCTbE < MUHMMANBHOW» (B MC);
KoHTpob MaKCUManbHOro ToKa akTuBeH (0a/HeT);

KoHTpoab MUHVMANBHOMO TOKa akTBeH (0a/HeT);

KoHTponb MakCUMAaNsHOr O HAMNPAXEeHUE akTBeH (a1a/HeT);
KoHTROAb MUHUMATBEHOMO HAMPAXEHUA akTUBEH (da/HeT);
KoHTpoib MakcuMansHOW TeMnepatypbl akTreeH (aa/HeT);
KoHTponb MUHMMAIBHON TeMMNepaTypbl aktuseH (aa/Her);
KoHTponb MakcrManbHOM BAXHOCTU akTMBeH (0a/HeT);

e KOoHTPOAb MUHUMANBHOW BAAXHOCTU akTBEH (0a/HeT);

e  KoHTPOb ANCKPETHBIX AATUMKOB. Hanuume 3Haderms (aa/HeT);
e  KoHTPOAb AMCKPETHBIX AaTUMKoB. OTCYTCTBUE 3HAYEHVA (aa/HeT).

YcTasky pasiesieHbl B COOTBETCTBUM C 3f1eMeHTaMu, K KOTORBIM OHM OTHOCATCH:
daszam, poseTkam 1 datdrkam cooTeeTcTBeHHO. [1pr Boibope yposHA «Da3bi» B
pasnene «Hactpowknm yCTRONCTBa» - «YCTaBk» NOABIACTCA
NOCNEeNOBATENBHOCTE GOPM A1 HACTPOVIKM NapamMeTpos Kaxa0M 13 ¢as.

Ha pucyHke 19 npeacraeneH nprMep HacTpoVKA Mo YMOMHaRMIO yCTaBokK /14
da3zbl
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e C3Solutions Mok ) HacTpoiiku ycTponcTea ree ACTPOIIK € KypHan ¥ a- =

Yerasku

Hassanme Mepa Inauenne KonTpon snauenms Cocronmme
Texywee Mun. Maxe. M. Maxc.
®aza
. (O]

PrcyHok 19 Hactporki yCTaBoK /15 dasbl

[TOMUMO MOPOroBbLIX 3HAYEHW A9 AATUMKOB TeMrepaTtypbl W BAaKHOCTM
AOCTYMNHA yCTaHOBKA KOHTROA U MNapaMeTpos 3a/1ePXXKU aBapui HE3aBMCMMO
A5 TeMnepaTtypbl M BNaxXHOCTU. [lpuMep yCTaBok AaTYMKOB TeMnepaTtyDbl U
B/I@XHOCTV NpeacTarneH Ha pucyHke 20.

=== Cc3Solutions MOHNTOPUHT  HacTPOWKM yCTpoOicTBa  CeTesble HACTPORKM  [Monb3oBaTenu  XKypHan ycTpoicTs 5 g root ~ RU|EN
[r—

OCHOBHbI@ HACTPONKM Ycrasku Yeegomnenns CueHapwm CHeTunKM
KonTpons KonTpons 3apepxka 3apepxxa
Hassanue Mepa TemnepaTtypa BnaxHocTs
T TemnepaTtypsi BAAXHOCTH TemnepaTypsi BAAKHOCTH
Temneparypb! 1
B13KHOCTH
Mun. 15 20 5000 5000
JaTumnk
Tmn/Bnx 2
Makc. 30 60 5000 5000
MuH 15 20 5000 5000
Jatunk
TMN/Bnx 3
Makc. 30 60 5000 5000
MuH 15 20 5000 5000
Aatunk
T™™Mn/Bnx 4
Makc. 30 60 5000 5000
MuH. 15 20 5000 5000
NaTunk
Tmn/Bax 1

Pricyrok 20 YcTasky AaT4MKoB TeMrepaTtypsl ¥ BAaKHOCTY
Ina AMCKpeTHbIX JaTUMKOB A0CTYMNHA YCTaHOBKa KOHTRONA CpabaThiBaHns U

OTK/IIOHEHVS 1aTUMKE, & TakxKe yCTaHOBKa 3Hadermsa 3aepxkk B Mc. [Normep
YCTaBOK [AMCKPETHbBIX AATUMKOB MNpecTaBieH Ha prcyHke 2
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. ~ . " O
= C350luti0ns MOHUTOPHUHI Hacrpohkn ycTpocTea CeTeBble HACTPORKK Mons3osatenu KypHan ycTpoAcTs j:l b root - rulen

OCHOBHbIE HACTPORKK Ycrasku YBEOMAEHNA CueHapun [

Hazsanne 3apepxKa sHaYeHWA KOHTpONE BIKNIOYEHHA KOHTpONL BKAKOYEHHWA
JMCKpeTHbIA NaTumnK 1 5000 D
JIMCKPETHBIA AATUNK 2 5000 D
JMCKPETHBIA AaTYMK 3 5000 ‘)
JIMCKPETHbIA AaTUMK 4 5000 D

Pricyrok 21 YcTaskn ANCKRETHBIX AaTHVKOB

YBeaomneHud

Paznen «YBenomieHus» MO3BONAET YIpaB/iaTs HaCcTporkaMy CrocoboB
y8eAoMAeHus 00 arBapuMHOM CUrHas e, W3MeHWTb Ha3BaHue KaTeropum
YBEAOMAEHUA 1 ONEPATUBHO BKIOHMTE/BBIKMIOYNTE OTAEbHbIC YBEAOMICHUA.
[NprMep pazfena yBeAOMASHUM NpeacTas/IeH Ha pucyHKke 22,

= .
" C3Solutions MOHUTOPUHT  HacTpoiKu ycTpoiicTBa  CeTeBble HAacTpoitkn  Monb3osaTtenn  XKypHan ycTpoicTs ﬂ i root ~ RU | EN

OCHOBHbIE HACTPOMKN ycragkn Yeegomnenns CueHapun CHeTUMKM
Tabnuua HacTpoek yBeOMIeHUI 1-12m312
Yeepomnenue SMTP 3KkpaHHoe 3syKosoe
Hassaune
CHCTEMHOrO XypHana ysepomneHune ysepomnexne ysepomnexne

JIMCKPETHBIN RAaTUNK

BbIK/IIOYEH

JVCKPeTHBIA A3TYNK

BKJ/IIOYEH

JlaT4MK BAAXKHOCTN MAKC.

JAaTunK BAAXHOCTH MWH.

[laTunK Temnepatypel

MaKC.

JlaTunk Temneparypbl

8 8 881808
8 8 88808
8 8 881808
8 8 88808

MUH.

PurcyHok 22 HacTpovki yBe oMeHM
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B cnncKke HacTpoeHHbIX YBEJOMISHUM OTODRaKATCH:

e HauVMeHOoBaHVe CObbITUS;

o Crocob yBeaOMIeHNS;

e  AKTUMBHOCTb CNOCoBa YyBEAOMACHUA (BKIOUCHO/BLIK/TIOUEHO);

®  KHOIMKK PeaaKkTMpoBaHNg;

e BIJIIOYEHME/BBIK/IOYEHKME  yBedoMaeHMUd.  [lepedeHb  AOCTYMHbIX
COOBITUM:

® [IOPOrOBOE 3HAYEHME MAKCKMATbHOM O/ MYHUMANBHONO TOKa Mo Gase;

e [IOPOrOBOE 3HAYEHME MAKCUMANBHONO/MUHVMAIBHOMO HAMPAXEHMS
no gase;

® [IOPOrOBOE 3HAYEHVIE MAKCMMANBHOM/MVHVMATBHOW TEMIEPAaTY LI,

e [IOPOrOBOE 3HAYEHME MAKCUMANBHOM/ MUHVMANBHOW BAAKHOCTU,

e cCpabarblBaHWe ANCKPETHbBIX AaTYMKOB;

o OWMDOKKM PaboThl;

o BKJIKOUEHUSA YCTROMCTRA.

Ins paboTbl 3KpaHHbIX W 3BYKOBbIX yBeAOMIeHUM VIHnamk-meTp toebyercs
BK/IOUEHME  COOTBETCTBYOUIMX  napametpoB B pasnene «OCHOBHbIE
HaCTPOWK M.

Hna nepenadn yeegoMaeHUY No BHeLHKWM npoTtokonam (SMTP, SNMP, MQTT,
Syslog) HeobxoavMa npeapapuTenbHaa 1x HacTporka. [locne HaCTPOWKKY 1
BKJOUEHMA MOAAERXKKM MPOTOKOAa B Tabivue pasfena  «YBedoMIeHU»
NOSBUTCH  COOTBETCTBYOUIMY  nepekaodaren]s A Kaxaoro  Buaa
yBEAOMASHWN, NpUMep Tadnuipsl HACTPOWKM YBeJOMAeHUM C HACTPOERHbBIMU
BHELIHVMM MDOTOKOAaMKM NpeAcTaBieH Ha DUCyHke 23.

.
C3Solutions Molwroganr  HacTpoRkm ycTpoicTaa  Cotapuie wacTpoiks  (loreiosatenn  KypHan yerpasicrn (A~ root-

Yoegomaennn CueHapui

Tabnuua HacTpoek yBeaoMIIeHUI e < 2

Yeapomnenue
SMTP Brpasnos Juyxosoe MQTT Syslog
Hasmanne cHcTeMNOre

mypuana

&

@

© -

@ @ @ @ @ o)
®© © © © o @ @

PrcyHok 235 HacTporkn yBe0oMAeHWA NOC/1e HaCTROWKM BHELIHMX
MNPOTOKOSIOB
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CueTumku

Paznen npegHasHadeH s oTobpaXxeHms 1 copoca CyMMAapHbIX CYETYMKOB
MOLLHOCTK, C BO3MOXHOCTBIO COPROCA [0 HY/IEBbIX 3HAYCHUV A9 Kaxaom
OTAebHOM da3bl. Ha purcyHke 24 npeacrasneH By pasnena «CUeTyumkiig.

— C3Solutions MOMATOSMIT  HICTPORKM YCTPORCTES  Celemue 1cipuiikit  (IOABIOBSIEnM  KyDHan yoIpoRces o~ ot RU[EN

CyMMAPRMIL EYETUNE ROANOH CyMMIDHMIA CHOTHWK SKTHBNOR  CyMMapILIK CHETUNK PIIKTHONOR Toxyuee
MoupOCTH MOWMOCTI MaUMOCTH mavenne

pod

PricyHok 24 CyMMapHble CHETUMKM MOLLIHOCTY

CETEBbIE HACTPOWKMU

Paznen «CeteBble HACTROMKWY» MpeHasHadeH /158 HacTpoVK/ MNapamMeTDoB
TAKMX MPOTOKONOB U CrNOCOOBOB BHELWHEro B3anmmMonenctemnd kaxk: T1TCP/IP;
Telnet; FTR, HTTRP/HTTPS; Modbus, MQTT; NTP; Radius; SMTP; SNMP (v1, v2c,
v3);, SSH; Syslog.

CrpaHuvua «f naeHasa» COAepXMT OCHOBHbIE CeTEBbIE HACTROMKY YCTPOMCTBA:
TMN agpecaulnm, Ip-aapec, Macky noaceTW UM W03, a Takxke HacTpouki DNS.
BHelwHuy By CTpaduLlbl «I naBHas» npeacrasieH Ha pucyHke 25 Tou Beibope
AMHAMUYECKOro Tuna ajpecauvn noas OCHOBHbIX HaCcTpoek CTaHOBATCH
HENOCTYNHBIMUW A9 PeAaKTUPOBaHKWA.

~ C3Solutions MownTopHH TPORKM YCTPORCTBS  CeTembie MacT] poRku b30Batenn  KypHan ycrpoficra 0‘. ok~

PucyHok 25 HacTponkm agpecaumn ycrponcTaa
25
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H1o0bl paspelnTs VMCMNONb30BaHME NPOTOKONE, nepevanTte Ha
COOTBETCTBYIOULYIO eMy CTRaHULY, HakMuTe Ha TyMO/ep BKIKUYEHVS BBERXY
DOPMbI, 3aMoJIHUTE MOAF HACTPOWKKM 1 HaxkMmTe KHOMKY «CoxpaHnTey». [lnd
VMCMONBb30BaHMSA  BO3MOXHOCTEW  MPOTOKO/OB  MOXeT  1noTpebosaTscH
yCTaHOBKa  AOMNOAHUTEbHbBIX — MDOMPaMM-KIMEHTOB, MbO  HacTporka
YA2aJ1eHHbBIX CEPBEPOB /1119 OOMeHa [AaHHbIM.

Telnet

Ina nogknoueHns K yCTROWCTBY MO NpoTokoy lelnet Tpebyerca Hanmume
telnet-knmeHTa, K NDUMepPY, CBODOAHO pacnpocTpaHasemoro [0 PulTyY.

[NpuMep HacTpoek NpoTokoaa Telnet npecTarneH Ha pycyHKe 26

== ~3Golutions HacTpO#KM YCTDOMCTES  CeTeBbie HACTPOHKM  [lonb3osaTenl  KypHan yCTpoRcTa o- root ~ ru|en

Coxpannte

PrcyHok 26 HacTtporkum npotokona lelnet

Hna ycrponcrea AOCTYNHbI CeAyioLmMe KOMaHobl:

help [<komaHaa>] — BBIBOAWT CHMCOK AOCTYMHBIX KOMaHd b0 MocKkasky
Mo YKasaHHOW KoMaHae;

list — BRIBOAMT CMMCOK AOCTYMHBIX YCTROUCTR;

network [<atprbyr>=<3HadveHre>] — noslydaer 1M yCTaHaBIMBaeT CeTeBble
HaCTPOWKM;

reboot — nepesarpyxaeT yCTROMCTBO,
reset — coOpachiBaeT HACTROWMKK YCTPRPOMCTBA A0 3aBOACKMX;

set [<ycTpowcTBO> <MeTKa> <aTpubyT>=<3HadeHwe>| — ycTaHaBMBaeT
3HaAUeHre HaCcTpOWKKM 19 YCTPOWCTRE;

26
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status [<yCTpOWCTBO>| — BRIBOAMUT CTATYC YCTDOWCTBE,;

[oyMep KWCMNoNb30BaHUA komaHAdsl help u noackasky komadabl status
noeacTasneH Ha pucyHke 2/

or: login - quit invalid!

o the telne

Purcyrok 27 Vlcnone3osaHme komaHa B telnet-knverHte

Ina noaxkawderrs K yCcTporcTaey no npotokosny FTP Tpebyertca Hanuuve
fto-knmeHTa.

Icnonb3osaHve NpoToko/a MNno3soNgeT MNPOBOAVTL Y/alleHHOe ODHOBeHMe
NHnavH-metp VinnamH-metp. [Nprmep HacTpoek npoTokona F TP npeacraeneH
Ha pUCyHKe 28.
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B
_ C3Solutions MOHMTOPMHI  HacTPOWKM ycTpoicTBa  CeTeBble HAacTPOWKM  [Monb3oBaTtenn  XKypHan ycTponcTs Q v root ~ rulen

Bxatounts FTP
MNons3osatens usr
Mapons ®ecscccccse

Mopt cepsepa 21

PrcyHok 28 HacTtpovikn npotokona F TP

HTTP/HTTPS

BrawodeHre 1 HacTpouka npotokofla HITP nossonder oCcylecTBrATh
VHTEr pauMio ¢ BHELHUMKW CUcTeMamMm, B TOM 4Jucile C BHelHen CUCTeMOoUN
AHASINTUKK, MOHUTOPUHIa ¥V KOHOUIYPUDOBaHWA O0KOB pacnpeleleHs
MATaHNS.

Ona 1oro urobsl 3anyctmuTb npotokon HTTRP/HTTPS HeobxoamMmo npentu s
paznen «CeTeBble HaCTpPOWKKM (BepxHee MeHK). [lepelTv B MyHKT MEHK
«HTTP/HTTPS» (bokoBoe MeHI0). YCTaHOBUTL: UMA MOb30BaTEeNd (YKa3aHHOM O
NPy HacTporke KverTa FTP); naponb a8 BeIxoaa; nopT A9 Bxoaa (PucyHok
29). [lanee HeOOXOAMMO aBTOPM3OBATHCH C YKa3aHHBIMK NapamMeTpamMi.

[MoCMOTPEeTh MHOOPMALMIO MO daszamM MOXHO Y3HaTb, neperasd no CCbike:
<agapec nokanbHon cetn>/edw/api/data-marts/phasecontrol-dm/entities/
(PucyHok 29). MindpopMauva npenoctasisercs B popmMare json.

a— C3Solutions MonutopuHr  HacTpoiikm ycTpoiictsa  Ceressie HacTpoikn  Monssosatenw  JKypHan ycTponcTs

BKAIOUMTS HTTP/HTTPS / @

MNons3osartens External

Mapone  sessess

Moprt 81

HTTP/HTTPS

28
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Pucyrox 29 Hactporikn npotokona HTTR/HTTPS
"'objects": [
"id": 4,
"entity_name": "Phase A",
"entity url": "http://192.168.31.169/edw/api/entities/a/",
“"entity_model”: “"phasecontrol”,
"short_characteristics”: [],
"short_marks": [],
"media”: “"<l-- no such template: ~core/entities/summary-phasecontrol-media.html™ -->",
"extra“: {
"key": "localhost.phase_a",
"hardware_type": 2,
“graphic_measures”: | %
“key": “"amperage”,
“title": "Cmna Toka",
“unit": "A",
“value": 0.0
"key": "voltage",
"title": "Hanpaxewme",
“unit": "e";
"value": 225.75
"key": "power_s",
"title": "MOMEHTanLHaA NONHAR MOWMHOCTH",
“unit": "xBA",
"value": 0.0
o
Pucyrok 30 REST nHtepdenc
Modbus

BratoueHme 1 HacTpowka npotokona Modbus no3sonder oCyu,ecTBIATh
VHTEr pauMio ¢ BHELHUMKW CUcTeMamMm, B TOM 4Jucile C BHelHen CUCTeMOoUN
AHANINTUKK, MOHUTOPUHIa ¥ KOHOUIYPUPOBaHWA O1I0KO8 pacrnpeeneHms
MUTaHMA aHaNOr MYHO UCMNONB30BaHWMIO NpoToKoNa HITTR.

HnaBrnodeHma npotokona Modbus HeobxoarMo nepentin B pasaesn «Letesble
HaCTpPOWKKM (BepxHee MeHo). [leperty B nyHkT MenHto «Modbus» (bokoBoe
MEHHO).

YCTaHOBUTE: pexuM; aapec YCTPOWCTBE, CKOPOCTh, YeTHOCTh, CTOM OUT, OUT
narkbix (PucyHok 31 [NapameTpbl HacTpowkn npotokosna Modbus). 3artn B
knmeHT Modbus. Hactpouts BCe HEOOXOAMMbIE AaHHbIe: aapec YyCTPOoWCTRaE,
NopT. lakxke HeobXOAMMO YCTaHOBWTL: MeTon — «YHTeHre HeCcKoNbKMX
perncTpoBy, «Unit 1D; «Start Adrdess» (Hadanbrbin permncTp); «Number of
register» (KOMMUeCTBO PErnCTpOB ANd NpodTeHus) (PrcyHok 32).

BolmonH1TE  3anpoc Ha  dTeHMe, Ha  2KkpaHe kKiveHTa 0oTobpasnTcs
3anpalmpaemMas MHOopMauwvs (PrcyHOK 33). [1aga TOro uto 8binofH/TE 3arch
HEOCOXOAVMO TONBKO M3MEHUTE METOL, HA «3aMVCh OJHOIO RErNCTPa.

Ina TOro 4to BbINOAHUTL 3aMMChb HEODXOAMMO TOJIbKO U3MEHWTH METO/ Ha
«3armchb OAHOIro permncrpa» (PrcyHok 34).
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.:. C350|u[ion5 MoHHTOPHHT HacTpoiiku ycTpoicTea CeTeBbie HACTPOMKH Monb

Bxmounts Modbus O

Pexim op &

Azpec yCrponcrsa 127.0.0.1

Ckopocts 32

YeTHOCTH Hel &
Modbus

Cron bun 1 v

buT AaHHbIX 38400

Prcyrok 31 [apameTpsl HACTpOWKkKM NpoTokosa Modbus

TE D% C D AE =28 200

Modbus Mode TCP v | UnitID |6 =] Scan Rate (ms) [1000 [%]

Function Code | Write Single Register (0x06) ~ | Start Address "23 <| Dec v

Number of Registers 2 DataFormat Dec | Signed (]

Stave 1P [127.0_0_.1_
TcProts2 |

OK Cancel

@ TCP:127.0.0.1:502 Base Addr: 1 Packets : 0 Endian : Little Errors: 0

PrcyHok 32 HacTtpovka knveHTa npotokona Modbus
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m—3colutions uropnr  HacrpoRw ycTpoRcrsa ™
” o c ® 2@ 2 * 09
ver
Modbus Mode UnitID |2 'S Scan Rate (ms) 1000 &
Hassanwe  Mepa EY—
Function Code Read Holding Registers (0x03) Start Address |30 3| Dec

Texywee Mo Maxc.
Number of Registers (4 3| Dgta Format Dec mgm\

® TCP:127001502  Base Addr:1 Packets : 1 Endian Littie

PucyHoKk 33 HrteHune napamMeTpoB PernMcTpoB

— e TS —— BT o~ /

” 2% e D A& 2@ 00
Yerasxu
Modbus Mode TEP UnitiD 2 S| Scan Rate (ms) 1000 &
Hassanune Mepa 3navenne
Function Code  Write Single Register (0x06)  ~ Start Address 30 = |Dec

Texyuee Mun. Maxe.
Number of Registers : DataFormat Dec Signed (] \

Ire

® TCP:127.001:502  Base Addr i1 Packets : 2 Endian: Little

Pucyrok 34 3anucs 0HOro napamMerpa rno npotokosy Modbus
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Hna BzanMopenctBua C ycTpowcTteom 1o npotokony MQTT Tpebyetcsa
Hanndre MQTT bpokepa (Hanpumep, Eclipse Mosquitto), a Takxe KImeHT-
noanvcurka. Mcnonb3oBarHme npoToKoa No3BOAAET OCYLIECTBAATh OTNRABKY
yBEAOMISHW 00 aBapUMHBIX CODBITUAX, MNEPUOAMHYECKYIO OTMNPRABKY TeKyLlMX
nokasaTtener AaTtyumMkoB, nokasaTeaen 19 Kax oM Gas3sl.

[Novmep HacTpoek npotokona MQTT npeacTaBnex Ha pucyHke 35.

_ C3Solutions TOPHH Hac KitycTpoitciea  CeTessie HACTPOHKM Ba KypHan ycrpi Q root ~

BrAouMTS MQTT [ o)

MQTT

Pucyrok 35 Hactponky npotokona MOQTT

[NpyMep noakodeHns noanvcdrka B Mosquitto npeacrasieH Ha pycyHke 36.

B C:\Windows\System32\cmd.exe - mosquitto.exe -v m} X
v
ion 2.8.15 starting

Using defaul
Starting in local only mode. Conn i1l of ssible from client
Create a configuration file which define low remote ac
For more details see http itto.org/ ner ion/authentication-methods/
Opening ipv4 listen socket on port 1883.
Opening i 1i r ket on port 1883.

running on this machine.

on port 1883.
client connected from 3970 as auto-84B2E36E-C220-73F4-3DEB-D12838AS5F024 (p2, c1, k6©).
iill message specified.
ing CONNACK to auto-84B2E36E-C2.
ceived SUBSCRIBE from auto-84B2E36

(Qos ©)

Pricyrok 36 lNoakaodenve noanmcymka no npotokoy MOQTT
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NTP

Ina CUHXpOoHU3aLUMM BRpEMEHW yCTpoMCTBa Mo npoTtokoy NTP Tpebyetca Hanmdme
Ntp-cepBepa, PacrnofioXeHHOro B NIOKASbHOW WK ranobansHom cetu. [loMymo
afpeca cepsepa TOYHOrO BpEMEHM B HACTPOMKAX MOXHO TakXe ykaszaTbh 4aCcOBOW

NoKC, MO0 yCTaHOBUTL AATY W 8peMs BRYUHY. [na aToro tpebyercsa Bhlk/ioUMTh
CUHXDOHM3aLMI0 BpeMeHn no NTP.

[Npovmep HacTtpoek npotokona NTP npeacraenen Ha pucyHke 57/.

= ~3Solutions PACHHTIPAN BTRORKM YITRORCTAS  CATABMIE HASTROAKN

wes spem 22.06.2023, 21:31:25

PrcyHok 37 HacTtpowkm npotokona NTP

Radius

Hna wucnone3osaHna npotokona Radius TpebyeTca Hanvdve radius-cepsBepa,
PACMONOXKEHHOr O B NTOKANTBHOWM WAV F10Ha ibHOW ceTu. VICnonb3oBaHre npoTokoia
Radius MNO3BOAAET  OCYWECTBAATE  ayTeHTVMOUKALMIO U aBTOPRV3ALMIO
nonb30oBaTener B rpapuueckom nHTepderce BCTPOeHHOr O web-cepBepa.

[Npovmep HacTpoek npotokona Radius npeacraBner Ha pyucyHKe 38.

=== C3Solutions MOWNIOMNE | HACTDORKWCTRORCTBS - Covembio nacpoRin  MoAsSaBITenn  ypHANYeETHORCTS o

exper NKT1Q04n45IFX 1KLMAdegaYSFIXKSFX

BCTOPaNNaR 38TOPMIINN
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PrcyHok 38 HacTtpovkin npotokona Radius
SMTP

Ina ortnpasky ysefloMieHU 06 aBapUMHbiX COOBITVAX VIHaamH-MeTp Mo
SMEKTPORHOM nodTe TpebyeTca Hanrdve SMTP-cepBepa, pacnofoXeHHOr o 8
NOKAIBHOW VAW r100a/16HOM CeTU.

[Npymep HacTpoek npotokona SMTP npeacrasneH Ha prucyHke 39,

. °
=t C3S°|uti°ns MOHNTOPUHT HacTpoWnku ycTpoincTea CeTeBble HACTPOMKM MNonb3osatenn XypHan ycTponcTe ﬂ - root - rulen

Bxaountse SMTP

Anpec cepsepa example.smtp.ru
MNopT cepeepa 25
Monb3osarens usr

Mapons LI Y

Wcnonssosate TLS O

PricyHok 39 HacTponku npoTtokoia SMTF

SNMP

Jna ncnons3soBaHua NpoTokona TpebyeTcs Hanudme yeTaHoBneHroro SNMP-
knmeHTa. na sepcum V1, v2 TpebyeTtca ykazaTh:

e IMA COODLLECTBA.
Ina Bepcun v3 TpebyeTcs ykasaTh:

e IMA NOAb30OBATENS;
o KJIOY ayTeHTURUMKALNM;
e YACTHBIN KITHOY.

[NpuMep HacTpoek npoTokona SNMP npencraeneH Ha pucyHke 40
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.
= . MOHUTODM HacTpe A VCTDOWCTBA " 0/1b30BaTENMN XypHa ONCTB v v
— C3S°lut|°ns MOHWTOPUHI  HaCTPOMKM YCTPOICTS. CeTeBble HacTPOWKKM  [Mosib30BaTeNV KypHan ycTponcTs D root ru

HacTtpoiiku SNMP cepsepa Ha N4y

Bxaounte SNMP

Bkarounts SNMP v1/v2

public

Bxarounte SNMP v3

MNonb3osatens usr-md5-des
Knroy authkey1
ayteHTudukaymm

YacTHeIM KNtoY privkey1

Hactpoiku SNMP nosyuuek

SNMP SMTP trap version vi N

WA coobluiectaa public

Prcyrok 40 Hactporikn npotokona SNMP

[Toc/e HaCcTPOWKKM MDOTOKOAa CTaHOBATCSA [AOCTYINHbBI BCTDOEHHbIE KOMaH/bl
NPOTOKONE, B T. 4. Takve kak snmpwalk ana obxona y3nos, snmpget nsnmpset
A5 NONYHEHNSA 1 YCTAHOBKM 3HaYeHVI napamMeTpoB. [1pruMep Mcrnofib3oBaHns
koMaH/Asl snmpwalk npencrasneH Ha pucyHke 41,

powershe\l (Admin) = =] X
Search B-E-&80

BE <1> powershell A <2> powershell B& <3> powershell & <4> powershell

: Display wall-clock time to complete each request
E {0ID}: End the walk at the specified OID
root@362cb9f7cb9f: /app# snmpwalk -v3 -1 authPriv -u usr-mdS-des -a MD5 -A authkeyl -x DES -X privkeyl 192.168.31.64 1.3.6.1.4.1.56376

9f7cbof: /app# snmpwalk -v3 -1 authPriv -u usr-md5-des -a MD5 -A authkeyl -x DES -X privkeyl 192.168.31.169 1.3.6.1.4.1.56376
4.1.56376.6.1.1. STRIN

4.1.56376.6.1.1. INTEGER:

4.1.56376.6.1.1. INTEGER:

4.1.56376 1. INTEGER:

4.1 = INTEGER:

4.1 INTEGER:

4.1, «6.1.1, INTEGER:

4.1, .6.1.1. INTEGER:
4.1 STRING: "
4.1
4.1
4.1
4.1
4.1
4.1
4.1
4.1

c
1
1
1
1
1
1
X
o1
.1,
1
1
1
1
1
3
1
1

Prcyrok 41 Vicnone3soBaHve npotokona SNMP
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SSH

Hna noaknouerms K yCTROMCTBY MO NpOoToKoy SSH 1pedyetca Hanmdre ssh-
knverTa. [poTtokon SSH Nno @yHKUMOHaIbHBIM BO3MOXHOCTAM U Crocoby
HaCTPOWKM aHanorm-eH npoTokony Telnet.

[MpuMep HacTpoek NpoTokona SSH npeacrtaBneH Ha pucyHke 42

=== C3Solutions MOMHTOPHHT  MACTPORKM YCTRORCTBA  Cevembie HACTPORKM  M0NB30BAaTENM  JKYDHAA YCTPORCTB a- iook> ol

BxmownTs SSH
Noneaoeatens

290N6 sesensnsonas .

COXpIMTY

PricyHok 47 HacTporky npoTokona SSH
Syslog

Ina oTnpaskn yBeAOMIeHW O CODbITUAX MO NpoTokony Syslog tpebyercs
Hanmume BHELIHEro  syslog-ceprepa.  VIHTepdenc no3songeT  Takke
NPVODUTU3VDOBATE YBEAOMTCHMWA.

[MpUMep HacTpoeKk NPOoToKoAa Syslog npeacTaBier Ha pucyHke 43,

= C3Solutions MankTopmir  HacTRORKN YCTPORCTEd  CeTeBbIS KACTRORKK nssoRITOnN  KSPHAA YCTRORCTH f*  root-

BrmouNTY SysLog
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Pucynok 43 Hactponkn npotokona Syslog

MOJIb3OBATEJIU

Paznen «llons3oBareny» npeaHasHadeH A4 yrpasieHus rnolb30BaTesgMmm 1
VX TpynnamMm, Mx 10oasneHus 1 yaaneHms.

[0 yMondaHmio B VHNaH-mMeTp CcoaepXxmtca rpynna «AAMUHUCTRATOPB C
YCTaHOBMIEHHBIMM MDaBaMu  Ha 4TeHuMe U M3MeHeHre BCex [AaHHbIX U
HaCTpPOeK CUCTEMbI, & Takxke Mofib3oBaTe/b.

CAAMUHUCTRATOPR, BKITHOHUEHHbBIN B TRYMNY «AAMUHUCTRATORb. [1na AaHHOro
NoMb30BaTeNns AOCTYIHB QYHKUMM U3MEeHeHWs TRYNMNbl, a Takxe yianeHns
Nnonb30oBaTens B C/ydae, eC/v nofib3oBartene rpynmsl «AAMUHUCTRATOR
Honee oaHOro.

Ina nodaBneHns HOBOW FRYMMbI MONb30BATENEN HEXKMUTE Ha MYHKT «I pynibl»
BCMOMOrartelbHOr O MeHo c/1eBa OT paboder 00nacty, a 3areM HaxXmuTe
KHOMKY «/lobasuTe». Beennte Hazsarve rpynnbl, Bolbepute npara rpyrns Ha
UTeHMe VW 3anrchb Mo pasfenaM, HakMure KHOMKY «V» A8 COXpaHeHUd
V3MeHeHw. [IpuMep co3faHuvs rpynbl Nofib3oBatene npeacraBieH Ha
pucyHke 44.

' C3Solutions MOHUTOPUHI  HacTPOKK YCTPOiCTBa  CeTeBble HAaCTPOiKM  Monb3osaTenu  XKypHan yCTPORCTS £, e root ~ RU | EN

Hausanne Paspewenue MOHUTOPHHI Nonssosarenu YcrpoicTea CeTs )Kypb:an
rpynnst ycrpoiicte

YTeHue

iroup 1 ) °

3anuce

Tpynnbi

PrcyrHok 44 Coznanve rpynrbl Nojis3oBaresen

Ina kaxaon rpynibl nonb3oBartesen A0CTYMHbl M09 pPedakTMDOBaHUA
HaMeHoBaHKa, yaaneHusa (KpoMe rpynibl «AOMUHUCTRATORBI»), YCTaHOBKM
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paspelleHni Ha 4dTeHre W M3MeHeHMe A4 npas JocTyna (Kpome rpyrrsl
CAAMUHNCTPATODRBI» ) K:

e  1AaHHbBbIM MOHUTOPRWUHI &;
e HaCTPOWKEe MNofib3oBaresen;
® HacTpoVkaMm yCTPOUCTBE,;

e HacTpoWkam ceTu;

®  CUCTEMHOMY XypHAaslY.

3aTteM HaxXMuTe Ha nyHKT «[lons3oBatens» BCMOMOraTesbHOro MeHo, U
CHOBA Ha KHOMKY «/1obasnTe». 3anonHute nong «/IMa nonb3oBaTena», « Aapec
SMEKTPOHHOWM  MouYThl»,  «[ pyrna nosb3oBaTens», BReAUTe MNapoib /19
CO30aBRaeMoro nosb3oBaTens cHadana B none «[laponb», 3ateM B Mnosne
«[opTOPUTE MApPOoby. Haxmure kKHOMKY «V» ANA COXPaHeHVsa U3MeHeHUM.
[NpUMep Co30aHNa NoNb30oRaTeNA NPeacTaBer Ha PDUCYHKe 45.

— C3Solu[ions MOHWUTOPUHT HacTponku ycTponcrea CeTeBble HACTPONKKM Monszosarenu XXypHan ycTponcrs Q v root ~ RU | EN

NMonyuyenune
yBegoMNeHui Ha
nouty

Appec 3neKTPOHHON Fpynna

Wmsa nons3osatens
noYTel nonssosarens

user1 useri@test.te User Grou| Vv

Pucyrok 45 Co3paHme nonb3oBarens

XYPHA YCTPONCTB

Paznen «KypHasn yCcTponcTs» npefHasHadeH A4 npocMoTpa 1 yrpaBieHns
KypHanamMm cobblitum yCTponcTB. Kaxaoe naMmeHeHne COCTOAHMS YCTROoMCTBa
DUKCHMPYETCH B CUCTEMHOM XYypHa/ e C YKasaHWeM CAeAyoLLVX NAaHHbIX:

e HaUMEHOBaHWE/VACHTUPVKATOP YCTRONCTBE;
e /aTa VM BREMSA COObITUG;
e [10/1b30BaTElb.
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Ina TabnmuHoro npeacTaBneHuns xypHana yCTpoucTB A0CTYNHa QUbTpaLms
Mo 3HaAYeHVAM MNosfen, a Takke CORTUPOBKA.

OunbTpauua  OCyLecTBA9eTCH nocne Haxkatuda kKHomkk  «DunbTpe»y  Han
TAbAVLEW XKYDHANa, 3ano/HeHWsa noner aas GUAbTRaLUMM Y HAKATUS KHOMKM
«OunbTpoBaTh». KHomka «OuncTVTh» OCYULECTBAAEeT CHPOC BCEexX Mnonew
dunbTPA.

Hna copTmpoBkM XypHana YyCTpOWCTB MO 3HAYSHMIO Mosaen HeobXOoaAMMO
HakaTb Ha 3aronosBoK cTtonbua Tadbnmusl, nocse dero 3anucy  oyayT
OTCOPTVPOBAKbLI, & pPAAOM ¢ 3aro/IOBKOM MOABUTCH CTpRenka-ykasaTesb
HanpaB/JeHWa COPTUROBKM — MO BO3RACTAHUIO UM YOBIBAHMIO 3HAYUSH MM,

Kronka «QuunctnTe» nod tabnuvuen KypHana npearasHadeHa a8 OuncTKy
BCEX 3arnmcer, KHOMKa «IKCNopT» — [A04 BbIFPY3KM 3anmcer xypHania B
dbopmaTe Csv.

[NpyiMep pabOoThl C XXYPHAIOM YCTPOWMCTE MNpecTaB/ieH Ha pucyHke 46.

o
C3Solutions MOHUTOPUHI  HacTpOiKM yCTpoRcTBa  CeTeBble HACTPOMKM  onb3oBaTteny  dKypHan ycTponcTs Q root ~ RU|EN

CxpbiTh 4
[ Bce ycTpoiicTea AaTa cozpanmna Twun cobbiTun AsTop

= Beuibepure... v Buibepure.. ~

B pPdu

3aronosok Onucaune Cucrema

Aarta cozpanun Tun cobbiTusn Onucanne AsTop
Hassauue 3aronosok

v

18.01.2023 13:22 MpeBLILEHO 3HaYEHNE MaKC. CUAbI Tpesora MpeBLILEHO 3HaYeHNe MaKC. CUbI Cucrema

TOKa TOoKa

Paamep noros: 1 i 1 w31 @

PrcyrHok 46 OQunbTpalms XypHala yCTRONCTB

YBEOOMJIEHUA

BctpoeHHoe nporpaMMHoe  obecrnedeHre  obecredumBacT  BO3MOXHOCTb
yrpaBfeHms HacTpomkaMy Cnocobos yeeoMIeHNA 00 aBapUiiHOM CUrHane
MOMOLLBID  BCTPOEHHOIO  rpaduueckoro vHTepoderca yCeTponcTaa, 3anmcum
COOBITUM B CUCTEMHbBIV XYPHaJ U OTMNPRAaBKM [1aHHbIX BO BHEUIHWE CUCTEMBI C
MOMOLLBIO [OCTYIMNHBIX MPOTOKONOB OOMeHa.
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YBenomaeHve ob aBapuMHOM CUrHasNe COAEPXNT:

e HaUMEHOBaHWE/VASHTUPVKATOPR YCTRONCTBA;
e HAUMEHOBAHNE/VMACHTUPVKATOPR COBLITUS;

o HAUMEHOBAHNE/VMACHTURVKATOP NOKA3ATENS;
o  3HAueHVe nokasaress,

o  TUM COOBITUS;

e  VCTOYHUK COBBITIS,

e jarau BpemMsa COObITVA.

OTKJIIoUEHME aKTVBHOMO YBEAOMEHNS BCTROEHHBIMU CUCTEMAMY UHAMKALLMY
NOOMCXOANT MOCAEe HaxaTusd COOTBETCTBYIOWEN OYHKUMOHANBHOWM KHOMKM
yrpasfneHus Ha Kopnyce ViHnamH-meTpa.

[MDOCMOTR MCTOPUKM YBEAOMIEHWI 00 aBapuHbix COObITUAX AOCTYMNeH Ha
3kpaHe «KypHasn cobblTui», a Takxke cpefcTBaMh rpapudeckoro Beb-
VHTepderca. MakcrMalbHbIM 0bbeM XypHana MCTORPUKM aBapKHbiX CODbITIM
XPaHUTCA B dane KOHQUIypauuy CUCTEMBI, NPKW MNepEenoHeHMY KypHana
COOBITUM MPOUCXOAUT Nepe3arnmch CODLITUM, HaYVHaA C DoMee CTapbix 3arnmcen.

B VHnamH-MeTpe npeaycMoTpeHa OTrnpaBka yBeaoMIeHnn 00 aBapuiHOM
CUMHANe BO BHELUHME CUCTEMBI MPW MOMOLLM MOAACDXKMBACMBIX NDOTOKOMORB U
CnocoboB B3aMMOAENCTBUA:

OTrNpaBka CoobLLeHWS MO 3NeKTROHHOMY MO NROToKoY SMTE;
OTNpaBka CoObLLEHNA «TOBYLLIKM» MO NPOoToKoy SNMP;

oTrpaBKka cCoobLIeHUM No cTaHaapTy Syslog;

oTrpaBKka cooblleHn no npotoxkosay MQTT;

oTrnpaBka coodblleHuny no cpeacrteam REST vHTepderca no NnpoToKosy
HTTR/HTTPS.

KOHTpONE  HAaCTyreHVsa  aBapuiHOro  cobbltyisa  OCyLecTBAgeTCa C
NepuoaVYHOCTBIO,  3aaHHor B danne KoHpurypauuu ycrpomctea (Mo
yMondaHuio 1000 MC) cornacHO YyCTaHOB/IeHHBbIM HACTROMKaM MoporoBbIX
3HadverHV. [pr HacTyrNeHV aBapuiHOr o CobbITUSA CO3a8TCA CUCTEeMHOR
yBeAOM/IeHVe, ColepxXallee cneayrlie AaHHble:

e jarau BpemMsa HacTyrnneHns CobbITvg;
®  HAUMEHOBAHVE COBbITUA/N3MEDEHVS;
®  3HAuYeHMe M3IMEPEeHVd.

HactyrnneHmem aBapUMHOIro COOBITUSA cumMTaeTcs npesblleHne
KOHTPOMIMPYEMOI O MNapamMeTpa OTHOCUTE/IbHO YCTaHOBIEHHOI O MopOorosoro
3HAYEHVS Ha Nepro/, BpeMEHM, NPEBLILAKLLIMN YCTaHOBIEHHYIO A9 AaHHOM O
napaMerpa 3a/epxXKy.
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[NpekpalleHuem aBapuUMHOro COOBITUA ABNAETCA BO3BpallleHune
KOHTROAMPYEMOro napamMeTpa B AONYyCTUMbIM AVAara3oH 3HavYeHni Ha nepro/,
BOEMEHV, MPEBLILLAIOLINN YCTAHOBACHHYIO A9 AaHHOIO napaMerpa 3adepxKKy

ABAPUNHBIE CUTYALIMU

B cnydae oOTkasza TexHWYeCKUX CpencTB pPekOMeHayeTCs MNpom3BecTu
NRVHYAVTENBHYIO Mepe3arpysky YCTPOUCTBa MyTeM ANUTENBHOrO HaXaTus
KHOMKKM reset Ha kopryce. LLTatHaa nepesarpysxka MoxeT OblTh OCyLLLeCTBIeHa
vepes pasznen «O cucreMe» BCTPOEHHOIO UHTepdenca yCcTponcTsa Wi C
NOMOLLBIO BeD-mHTepdenca: NyHKT « OCHOBHbIE HACTPOMKM.

Ina BoccTtaHoBNeHMA paboTel YCTPOWMCTBA MNpW ODHAPYyXeHUr OWKOOK B
paboTe BO3IMOXEH CODOC HACTROEK YCTPOWCTBA MO YMOYaHUIO C MOMOLLBIO
BCTROCHHOI O MHTEPPENca mnm C rMoMollbio Beb-vHTepdenca «OCHOBHbIE
HaCTPOWKM», @ Takxe 0ObHOBeHVe BeRCUM Npolmneku MHnarH-meTpa.
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TEXHUYECKHUE MAPAMETPbI

BXOAOHbIE MAPAMETPbI

HoMurHanbHoe BxoaHoe Hanpsxerve, B

220/380

Bxonrag wactota toka, [ 1

50

Tun BXOOHOTO COearHeHNs

KatensHasa sunka IECE60309

MakcrManoHaa BXxoaHaa cuia toka, A

SXI0A,; 3x32A

Tun kabenga

37I6A: 5%2,5 MM 5x32A:0 5x6,0 Mm?

Hnuna whypa, ™ 2x1.5m
3almTa OT NeperpysKn HeT
BbIXOOHbIE MAPAMETPbI

HoMuHanbHoe BoixoaHoe HanpakeHme, B 230

BhixoaHok TOK, A

SXI0A; 3x32A

Trn BXOAHOIO CoeaVHeEHNA

KabensHaa posetka IECE0309

MOHWUTOPUHI

VizmepseMele napamMmerpol

HanpskeHre, TOK, akTWBRHAS MOLLHOCTL, MoaHasn
MOLIHQCTb, 3HepronoTpebneHne, KOsdpULMeHT
MOLLHOCTM

TOUHOCTS M3MEPEHWS MNapaMeTPoB

+/-1%

[lonaepskeaeMble MpoTOKOb

SNMP (v1, v2¢, v3), Modbus, MQTT, HTTRP/HTTPS,
Telnet, S5SH, FTR, SMTP, NTP, Radius, Syslog

3anaHure noporoBbIX 3Ha4eHN

Haﬂpﬂ%eHMG/WmQTeMﬂepaTyp&,BﬂaXHOCTb

[MopTol

Ethernet nopt RO45

Modbus (cTekrpoBaHue VIHNamH-mMeTp) ZxR5485
USB- nopt

6 noptor RG22 ona nogknoYeHUa 0aTunKos

[Toanepxkka AaTHMKoB

TeMnepaTtypa/BnaxHocTs — 4 LWT.
KoHTDONL ABEPU -7 LT,

[NpoTedka Bogbl — 1 WT.
HpiMoobHapy»xeHre — 11T,
CBeTO3BRYKOROM onoeelaTens — 1 WT.

OU3NYECKUE MAPAMETPbI

Crnocob MoHTaxKa

BepTukanbHo 63 VHCTPYMEHTOR, TOPU30OHTATBHO
C MOMOLLBIO KPOHLWTENHOB

Lset HepHbIN, OMNUMOHANBHO OKpacka B Apyrie LBeTa
FrAPAHTUA
FapaHTua Tron
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TPAHCINOPTUPOBKA N XPAHEHUE

IzarotoBuTENb  rapaHtupyeTr  kadectBo  wm3agenusa npy Cobaerm
norpedutenemM ycnoBMi aKCryaTalvm, TRaHCNORTUDOBaHNSA U XpaHeH s,

YCTPONCTBO pekoMeHayeTCAa TPAaHCNODTUMPOBATE B ODUMMHANBHOW YNAKOBKE.

YCTpOMCTBO CelyeT XpaHTh B OPUIMHAIbHOW YI1aKkoBKe Npu TemMnepartype o1
5 no 40 °C npu OTHOCUTENBHOW BJIaXHOCTM He bonee 85%. Vzberawte
nonanaHnga NPamMbix COMHEYHBIX JTy4Yel.

ApaHeHre 1 TPaHCropTMpoBKka CTROIO B FOPU3OHTA/IbHOM  MOJOXEH.
HonyckaeTca yknaika Apyr Ha aApyra He tonee 4 yrnakoBOK.

FrAPAHTUA N OBCITY XMBAHUE

[[apaHTVHBIV CROK 3KkCrayaTauum vsnaenva 12 mecaues ¢ MoOMeHTa BBOAA B
3KCryartaumio, Ho He bonee 18 MecAauer ¢ MOoMeHTa OTrpy3ku CO Ckana
NOOM3BOAUNTENS.

B Teuenve 3tOoro neproga komnadua C3 Solutions oTpeMoHTUMpYeT Wiu
3aMeHVT HeucrnpaBHoe yCTROWCTBO, Ha KOTOPOe DaCMNpOCTPaHAeTCs NaHHad
rapaHTtys, npv ycoiosumM CoboaeHus NnoTpedbuTenem npasusl akChayaralimm,
XPaHEHUSA, TRAHCMNOPTUPOBaHKA ¥ MOHTaxa. [loc/erapaHtuiHbI DEMOHT U
obCyXVBaHMe (@ Takke B C/lydae rnosfioMKM, NoOBPEeXeHNA M HeMCIPaBHOCTH
Nno BUHE MNoTpebuTens) OCYLLeCTBASOTCA Ha M1aTHOM OCHOBE COM/1aCHO
pacueHkaM Mnpon3BOAUTENS WM ero  YINOJIHOMOUEHHOI O  perMoHas IbHOM O
noeacrasmrens.

I—apaHng He NnpedoctaB/aeTCH B e AYHOLWIMX CHYHaHAX:

e [HenCnparHOCTL  BO3HMKAE B pPE3yabTarte  HEenpasW/IbHOMo
TEXHUYECKOrO OBCYXMBAHVA YCTRONCTBA.

o [HenCnparHOCTL BO3HMKIA B PE3Y/bTaTe HeCaHKLVOHNDOBAHHOMO
V3MEeHEHVA, MOAMDUKALMKM WV HEMNPaBWIbHOW  3KCryaTalm
yCTpoWcTBa.

e YCTPOWMCTBO 32KCIyaTVpOBasioCh WM XPaHWNoCb B Cpene, He
COOTBETCTBYIOUIEN YKa3aHHbBIM TPebOBaHNUAM.

Ina obpalleHssa no rapaHtiy coodblimMTe MNoCTaBLUVKY (MPOM3BOAUTENIO)
CEPUMHBIV HOMED U3AENNA U NMPDUUMHY OORAaLLEHIA.

Anpec obpalleHus: claim@cisolutions.ru
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YkasaHusa no oTnpaBke yCTPOUCTBA ANA PEMOHTA UIU 3aMEHbI.

44

[Nlepes, OTNPaBKOWM HAAEXHO Yrhakyute YCTRPOWMCTBO B MNROYHYIO
KADTOHHYIO KOPOOKY. Ha nedekTbl, BO3HVIKLLIME npu
TRAHCMNOPTUPOBKE, FrapaHTUsA He pacnpOCTPaHAeTCs.

[NpunoxmTe K YyCTROWCTBY MOACHUTENBHYIO 3armcky ¢ ornmcaHmem
BO3HMKLLEW NDOOAEMbI U NpOoLIecCca 3KCryaTalm.

YuyTeiBamTe HEOOXOAMMOCTE CaMOCTOATENBHOW onnaTsl
TRAHCTIODTHBIX W TAMOXEHHBIX MaTexe.

YKaxmre mMa OTrNpaBuTes W Ha3BaHWe OopraHM3alin, noYTOBbIN
anpec 1 HoMep TenedoHa  KOHTAKTHOrO  fuua, 4T1obbl  Hall
NpeacTaBsnTeb BCOrAa MO CBA3aThCA C BAMM.



